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Abstract 

We develop and apply a two-step decision support model for investing in information technology 

security focusing on breaches that originate from system users. In the first step we map the risk 

level of each of the system’s components with the aim of identifying the subsystems that pose 

the highest risk. In the second step we determine how much to invest in various technological 

tools and workplace culture programs to enhance information security. We describe an 

application of this model to an information system in an academic institution in Israel. This 

system comprises ten subsystems and we identify the three that bear the most risk. We use these 

findings to determine the parameters of the investment allocation problem and find the optimal 

investment plan. The results of our application indicate that hacking for the purpose of cheating 

is a greater threat than other types of security issues.  Additionally, we find support to the claim 

that information security officials tend to overinvest in security technological tools and 

underinvest in improving security workplace culture.  
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When it comes to strengthening information security, universities are in quite the conundrum. On 

the one hand, universities are missioned with promoting inclusiveness, openness and the 

dissemination of information and knowledge (Doherty, Anastasakis & Fulford, 2007; Mensch & 

Wilkie, 2011). On the other hand, universities store valuable information in their systems that 

must be protected diligently. In a public institution this problem is exacerbated by budgetary and 

regulatory constraints. The budget, therefore, must be used efficiently to pursue strategies and 

purchase technological tools that achieve the “best bang for the buck”.  

In order to determine the optimal investment scheme while avoiding an overreaching security 

system, it is important for the security staff to identify the riskiest elements of their information 

system. Doing so provides a number of benefits to the institution. First, it enables the 

dissemination of academic knowledge without allowing malicious entities from exploiting this 

welcoming environment. Second, it enables the information technology (IT) department’s 

management to give higher consideration to technological tools and security policies that affect 

mainly the components that are in the most need of improved security. Third, university 

managers may use this knowledge to understand the types of information-related threats they 

face; such as student hacking and cheating, propriety rights ownership (i.e. industrial espionage), 

people's privacy and so forth. 

The goals of this paper are twofold. First, to develop a two-step IT risk-management decision 

support model. This model emphasizes breaches and risks that are related to the human factor, 

with further stress on inside-users. Second, to apply this model to an academic institution in 

Israel and identify the security-related investment needs according to the model's results. 

Accordingly, we propose a two-step risk management model to identify the critical components 

of an academic institution's information system. In the first step, we identify the subsystems of 

the institution's information system and identify the riskiest subsystems using a composite risk 

index model. In the second step, we develop a mixed-integer optimization problem to determine 

how to allocate a given budget for improving risk. The model is then applied in a technology-

oriented academic institution and its output is used to help security managers identify the riskiest 

components of their system and decide on how to distribute their investment in improving their 

system security.   
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The main finding of this research is the practical recommendation of how to allocate investment 

among the menu of possible technological tools and workplace culture programs. In addition, we 

make two theoretical contributions. First, results indicate that student-related hacking is the 

major security concern to the organization. Second, by comparing the current investment scheme 

with the model’s recommended investment scheme we find that security officers place more 

emphasis on technological tools rather than improve workplace culture. 

 

2. Literature Review 

2.1. University IT Security 

Due to the universities’ role as knowledge-intensive organizations, protecting their information is 

a public policy priority (Mok, 2005). Despite the value of the information stored in their systems, 

Mensch and Wilkie (2011, p. 91) find that “universities openly share a substantial amount of 

information and data, web sites are rarely banned and message content is not filtered”. Beyond 

the need to prevent the theft of valuable information, universities must also deal with the 

growing problem of student cheating. Three of four college students reported cheating at some 

point during their studies (Dick et al. 2003), with student cheating including hacking into the 

information systems to change grades (Smith, 2014). Examples of IT security models in 

academic institutions are Sridhar & Ahuja (2007) who present an implementation of security 

management infrastructure in a business school in India, and Drevin, Kruger & Steyn (2007) in a 

South African university. 

Researchers have investigated the student features that affect the likelihood of computer-related 

crime and cheating. Our research is conducted in a college in which the majority of the student 

body is orthodox (religious) Jews pursuing computer sciences and related engineering degrees. 

Interestingly, Cronan (2006) reports that computer-savvy students are more likely to commit 

computer crime whereas Burton, Talpad & Haynes (2011) find that a high level of religiosity is 

associated with less academic cheating. 

2.2. IT Risk Management 
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The issue of IT security is at its core a problem of risk management (Blakley, McDermott & 

Geer, 2002). Straub and Welke (1998) develop a three-step model for IT security. The first step 

is the security risk planning model that includes the recognition of the problems, the risk 

analysis, the generation of alternatives and the decision and implementation of solutions to the 

problems. The second step is the security awareness program which trains managers and 

employees to be proactive and to look forward to potential threats. In the last step, the 

effectiveness of different security options is evaluated using the model's four countermeasures: 

deterrence, prevention, detection and remedies. Sumner’s (2009) model surveys perceived 

impact, probability and preparedness to IT threats. Each threat is mapped into an information 

security risk grid, whose axes are the impact and the probability for the threat. The threats that 

are identified as high impact and high probability are considered to be the riskiest. Sumner 

compares whether the reported risks are aligned with the IT professionals' perceived 

preparedness and finds that this is not generally the case. Dreyfuss and Giat (2016) identify the 

risky subsystems and modules of the information system using a similar approach.  These studies 

use a composite risk index approach, which is frequently used in the fields of medicine, finance 

and engineering . Our model, too, is designed according to this approach.  

The foundation of information security is controlling access to the systems (Chaudhry et al., 

2012). Human factor is the real cause to most security breaches, with insider threats by 

employees or users as the main source of these breaches (Bishop et al., 2014; Posey, Bennett & 

Roberts, 2011). Consequently, we can approximate the probability of a breach by the number of 

users of the system itself and the systems connected to it. In contrast to the view emphasizing 

prevention, Ahmad, Maynard & Park (2014) claim that organizations should also consider 

another eight strategies: deterrence; surveillance; detection; response deception; perimeter 

defense; compartmentalization and layering.  

2.3. Optimization 

Once the security needs and safety requirements are understood other steps must be done such as 

budgeting tools and workplace culture programs. Special emphasis must be placed on the 

workplace culture (e.g., Shedden, Smith & Ahmad, 2010; Tang, Li & Zhang, 2016) and 

managerial support (e.g., Knapp et al., 2006) both of which are essential to improving the 

organization’s IT risk (Shedden et al., 2010).  
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A methodical approach to investing in IT security is (Huang, Behara & Goo, 2014) who apply 

their model in the health industry. Other approaches include constructing a relationship between 

improvement and investment and allow gradual, optimal investment as in Giat (2013), or using 

mixed-integer-programming (e.g., Goel & Lauria, 2010; Sawik, 2013). Our two-step model of 

first identifying the risky subsystems and then optimizing investment with integer programming 

is similar to Chorppath & Alpcan (2012) who assume dynamic risk. They first consider the 

various complexities of the organization and in the next step use integer programming to mitigate 

these risks.  

Verendel (2009, p. 37) claims that there is insufficient empirical evidence to corroborate the 

hypothesis that computer and information "security can correctly be represented with 

quantitative information". Ekelhart et al. (2015) use, instead, simulation to assess the risk of the 

system. In our paper, we do follow the numerous researchers attempting to quantify IT security 

risks (e.g., Feng & Li, 2011; Ryan et al., 2012; Rebollo et al., 2015). 

  

3. Risk Management Decision Support Model 

3.1. Model Overview 

The model we describe serves as a decision support tool for managers in their need to improve 

their IT security. It comprises two steps; the first is to quantify the risk of each component of the 

IT system and map the riskiest components. The second step is an optimization model that 

determines how to invest in different security tools and approaches. To weigh correctly the 

effects of the security tools one must first have a methodical understanding of the IT system.  

Therefore, the optimization model can be effectively used only after considering the results of 

the first step of the support tool. 

3.2. Step 1: Identifying the System’s risky components 

We begin by identifying the different systems of the organizations' IT system. In Table 1 we 

describe the variables used to evaluate the risk of each subsystem. These variables address 

security-related questions that were developed together with the IT staff.  

Table 1: Subsystem variables   



 

6 
 

Variable Addresses the question 

S1 To what degree will exposing or corrupting the information in the subsystem 

result with higher operational costs? 

S2 To what degree will exposing or corrupting the information in the subsystem 

cause work delays? 

S3 To what degree will exposing or corrupting the information in the subsystem 

result with damages to customers, other organizations or other systems related 

to the school? 

S4 To what degree will exposing or corrupting the information in the subsystem 

result with giving the school's competitors a considerable advantage? 

S5 To what degree will exposing or corrupting the information in the subsystem 

hinder future plans or operations of the school? 

S6 To what degree will exposing or corrupting the information in the subsystem 

cause panic among the public? 

S7 To what degree will exposing or corrupting the information in the subsystem 

result with severe disruption to the schools activities? 

S8 To what degree will exposing or corrupting the information in the subsystem 

hurt the school in the event of a state of emergency? 

S9 Does this subsystem contain sensitive information requiring protection 

according to Protection of Privacy Act? 

S10 Does this subsystem contain sensitive business information on which the 

organization’s viability depends? 

S11 How many people use the subsystem? 

S12 How many people are authorized to make changes or edit the subsystem? 

 

Each of the variables is assigned a value by the subsystem’s manager. The value of the first eight 

variables range between 1 (no adverse effect) to 5 (very severe) and the ninth and tenth variables 

are binary (zero or one).   

The subsystem's Severity is the weighted average of  𝑆1, … , 𝑆10 in the following manner: 

𝑆 = 0.1 ∗ (
1

8
∑ 𝑆𝑖

8

𝑖=1

  + 𝑆9 + 𝑆10 + 3). (1) 

In the above, the maximal possible value of 𝑆 is 1 and the minimal possible value is 0.4 

Following research who stress that insider human factor is the greatest source of risk (Bishop et 

al., 2014; Posey et al., 2011) we let the subsystem's risk exposure to depend on the number of 

people who have access to it (S11 and S12). The answers to these items are normalized to be in 
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the range [0,1] by taking it as a percentage of the subsystem with the biggest value of each item. 

The subsystem's Exposure is now given by: 

𝐸 =
𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑 S11 + 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑 S12

2
. (2) 

The subsystem's Impact is given by 

𝐼 = 𝑆1−𝐸 . (3) 

That is, Impact increases with the Severity and the Exposure (recall, 𝑆 <1) and ranges between 

0.4 and 1.  

3.3. Step 2: Risk optimization  

Once the risk factor of each subsystem is determined the IT managers have a better 

understanding of the system’s weaknesses and needs. The objective of the second step is to 

utilize this understanding to determine how to optimally enhance the system’s security. 

Specifically, we develop a mixed-integer programming model that minimizes the IT system’s 

overall risk subject to a budget constraint.  

Table 2 describes a categorized list of technological solutions constructed by the IT managers 

and describes the different tools they were considering. Obviously, this list is not comprehensive, 

as there are other categories and tools that could be considered. In light of the rapid changes in 

this field such a list must be reviewed periodically.  

Table 2: Technological measures and security tools 

Category Variable Technological Tool 

Storage 

X1 Cloud Storage 

X2 Private Storage Server 

X3 External Storage Server 

Data Transfer 

X4 Hard drives 

X5 USB 

X6 Mail 

X7 Shared Folders 
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X8 Safe 

Data Protection 

X9 Control Center 

X10 Data Classification Tools 

X11 Data Security Tools 

X12 Closed network 

X13 Backup data 

 

Consider the Storage category. This category contains several technological solutions that 

address the issue of where to locate the information. In this category we allow three possible 

solutions: cloud storage, an in-house server or an off-campus server. Each of these solutions has 

a different cost to implement as well as a different effect on the system’s security. We denote this 

effect by assigning a value to each of the solutions. These values are determined by the IT 

managers according to the system’s needs and how the technological solution addresses those 

needs. 

In the Data Transfer and Storage categories the safety levels obtained by different technological 

tools do not accumulate. Instead, the overall effect on safety behaves as the average safety 

obtained by each solution. In contrast, for the Data Protection category, the positive effects of the 

technological tools accumulate and therefore the more tools that are purchased the higher levels 

of safety that are obtained. Furthermore, each category may have different rules with regard to 

the relationships between the solutions and other constrains that require different tools to be used 

simultaneously or exclusively. Therefore, the objective function and constraints must be done 

with IT personnel taking into account not only the systems’ specific requirements but also the 

interplay between the various tools themselves. 

We define the following variables and constants: 

 𝑋𝑘 denotes the decision whether to implement the technological solution 𝑘 = 1, … ,13. 

𝑋10 and 𝑋11are continuous variables between 0 and 1, whereas the other 𝑋𝑘 are binary 

variable (0 or 1). 

 𝑐𝑘
𝑋 , 𝑘 = 1, … ,13 be the cost of implementing technological solution.  
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 𝑣𝑘
𝑋 , 𝑘 = 1, … ,13 be the value of implementing solution 𝑘 . We assume that  𝑣𝑘

𝑋  is an 

integer between 0 and 5. 

 𝑑𝑘
𝑋 , 𝑘 = 1, … ,13 be the default value when not implementing solution 𝑘. We assume that  

𝑑𝑘
𝑋 is an integer between 0 and 5, and that 𝑑𝑘

𝑋 + 𝑣𝑘
𝑋 ≤ 5. 

The value of the binary variables 𝑋𝑘 is set endogenously to optimize the system’s security. In 

contrast, 𝑐𝑘
𝑋, 𝑣𝑘

𝑋 and 𝑑𝑘
𝑋 are constants whose values are determined by the IT managers.    

We define the technological safety factor (TSF) as follows: 

𝑇𝑆𝐹 =
1

3
(

∑ (𝑑𝑘
𝑋 + 𝑣𝑘

𝑋 ∗ 𝑋𝑘)4
𝑘=1

5 ∗ ∑ 𝑋𝑘
4
𝑘=1

+
∑ (𝑑𝑘

𝑋 + 𝑣𝑘
𝑋 ∗ 𝑋𝑘)8

𝑘=5

5 ∗ ∑ 𝑋𝑘
7
𝑘=5

+
∑ (𝑑𝑘

𝑋 + 𝑣𝑘
𝑋 ∗ 𝑋𝑘)13

𝑘=9

25
) 

In the above, the TSF is the average of the safety scores of each of the categories of Table 2. 

Notice that the first two categories are defined differently than the third category, reflecting the 

aforementioned assumptions about the different categories.  

In addition to deciding upon which technical solutions are to be implemented, the IT 

management team can implement programs and procedures to improve the institution’s IT-

workplace culture.  Table 3 lists various programs and schemes to enhance IT workplace culture 

in the organization. The programs, with the exception of Regulation, are listed in order such that 

program 𝑘  may be implemented only after program 𝑘 − 1  has been (at least partially) 

implemented. This is formalized in the problem’s constraints. Here, too, the list was compiled 

with the IT managers and reflects the various programs that they considered at the specific point 

the list was compiled. Therefore, Table 3, too, must be reviewed periodically and adapted to the 

specific needs of the organization employing the model.  

Table 3: Workplace security culture procedures and programs   

Variable Procedures and Programs 

Y1 Data Security Department: Establishing a department dedicated to the 

system’s data security. 

Y2 Data Security Procedures: Developing and implementing system security 

procedures and rules. 
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Y3 Employee training. 

Y4 Workshops: about security awareness and policies. 

Y5 Testing: Performing periodical tests examining the system’s security. 

Y6 Security-related conferences. 

Y7 Enforcement Policy: Developing a safety enforcement policy.   

Y8 Enforcement officers. 

Y9 Regulations: ISO certifications (ISO9001 and ISO27001) 

 

We define the following variables and constants: 

 𝑌𝑘, 𝑘 = 1, … ,8 is a continuous variable between 0 and 1, describing the level of 

implementation of the 𝑘’th training program.  

 𝑌9 is a binary decision variable denoting whether or not Regulations are met.  

 𝑐𝑘
𝑌, 𝑘 = 1, … ,9 be the cost of implementing the workplace culture programs.  

 𝑣𝑘
𝑌, 𝑘 = 1, … ,9  be the value of implementing solution  𝑘 . We assume that  𝑣𝑘

𝑌  is an 

integer between 0 and 5. 

The CSF represents the cultural safety factor that results from applying the workplace culture 

programs. It is given by: 

𝐶𝑆𝐹 =
∑ 𝑣𝑘

𝑌𝑌𝑘
9
𝑘=1

∑ 𝑣𝑘
𝑌10

𝑘=1

 

3.4. Constraints 

As stated above, there are many interactions between the different tools and procedures affecting 

their efficacy in achieving IT security. Accordingly, we add the problem constraints described in 

Table 4.  

Table 4: Problem Constraints   

Constraint Description 

𝑋10 ≤ 𝑋11  
Data Classification may be chosen only if Data Security 

Tool is also implemented 
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𝑌9 ≤ 𝑋13  
Regulation may be chosen only if Backup Data is also 

implemented 

1 ≤ 𝑋1 + 𝑋2 + 𝑋3 + 𝑋4 ≤ 2  
The Storage Category must have at least one solution and 

no more than two 

𝑋2 + 𝑋3 ≤ 1  
Private Storage Server and External Storage Server are 

mutually exclusive.  

𝑋5 + 𝑋6 + 𝑋7 + 𝑋8 ≥ 1  Data Transfer Category must have at least one solution 

𝑌𝑘 ≥ 0.5𝑌𝑘+1, ∀𝑘 = 1, … 5  Training programs must be implemented gradually. 

𝑌7 ≥ 𝑌8  Enforcement officers must have a policy to follow 

 

In conclusion, the optimization problem is 𝑚𝑖𝑛 𝑅𝑖𝑠𝑘 = 1 − 𝑇𝑆𝐹

2
− 𝐶𝑆𝐹

2
 subject to the budget 

constraint ∑ 𝑐𝑘
𝑋13

𝑘=1 + ∑ 𝑐𝑘
𝑌9

𝑘=1 = 𝐵 and the constraint set in Table 4. 

 

4. Model Application 

This research was conducted in an academic institution in Israel with a student body of 

approximately 4000 in four campus locations. The school offers bachelor degrees mainly in 

engineering, exact sciences and management, and has graduate programs in computer science 

and business.  

4.1. Identifying the Risky Subsystems 

We use the model described above to provide the school's IT staff with a decision support tool as 

to how to invest in improving the IT security. Together with the head of the IT department we 

first establish the institution’s different information subsystems. In the next step we ask the 

manager of each of the subsystems to assign values to S1, … , S12 (see Table 1). The validity of 

the results depends on the ability to assign these values adequately. To enhance the validity, 

therefore, we were actively involved with the managers’ completion of the questionnaires. In 

Table 5 we describe the Impact and its components for each subsystem. It can be seen that the 

subsystem with the highest impact is the Student Administration subsystem. Indeed, this 

subsystem is large and complex, and involves many aspects of the school's activities. There are 
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two more subsystems that require additional attention due to their risk characteristics. These 

systems are Salaries & Personnel and Student Employment.  

Table 5: The risk components of the institution's IT subsystems 

Subsystem 𝑆 𝐸 𝐼 Rank 

Dormitories 57.50% 4.38% 58.91% 7 

Student Administration 82.50% 55.00% 91.71% 1 

Endowments & Contributions 61.25% 4.59% 62.64% 5 

Parking 53.75% 4.60% 55.31% 10 

Procurement 70.00% 4.79% 71.21% 4 

General Maintenance 50.00% 19.00% 57.04% 9 

Student Employment 72.50% 47.92% 84.58% 3 

Salaries & Personnel 72.50% 57.50% 87.23% 2 

Library 47.50% 25.58% 57.47% 8 

Computer Services 50.00% 25.83% 59.80% 6 

 

4.2. Optimization Model 

Having achieved a better understanding about the risk posed by each of the system’s component 

we can decide on how to allocate funds in improving the system. In Table 6 we detail the cost 

and risk values of the technological tools solutions. We also describe the current investment 

policy as well as the policy that we propose. Table 7 details for each workplace culture variable 

its cost and possible values. For example, 𝑌1 may be assigned the values 0; 0.25; 0.5; 0.75 and 1 

only. If it is assigned 1 (i.e., it is fully implemented) then the cost is 720 thousand Israeli Shekel 

(ILS), whereas if it is assigned only 0.25 then the cost is only 180 thousand ILS. Table 7 also 

describes the current and proposed solution. The current annual IT security budget, 𝐵, is 3.51 

million ILS and the current risk level is 39.6%. The proposed solution diverts 870 thousand ILS 

from the technological tools to the workplace culture programs and its risk level is 13.7%.  

Table 6: Technological Tools’ parameter values and current and optimal solution 

Category Variable 𝑐𝑘
𝑋 𝑑𝑘

𝑋 𝑣𝑘
𝑋 Current Optimal 
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value 

Storage 

X1 114 0 3 0 1 

X2 2000 0 5 1 0 

X3 2400 0 4 0 0 

Data Transfer 

X4 400 0 3 0 0 

X5 100 0 2 0 0 

X6 50 0 4 1 1 

X7 100 0 3 0 0 

X8 1500 0 5 0 0 

Data 

Protection 

X9 50 1 5 1 1 

X10 500 1 5 0 0.6773 

X11 100 1 5 0 0.6773 

X12 2000 2 5 0 0 

X13 1000 2 5 1 1 

 

Table 7: Workplace culture parameter values and current and optimal solution 

 

Variable Cost Possibilities Utility 
Current 

value 
Proposed 

Y1 720 0/0.25/0.5/0.75/1 5 0.25 1 

Y2 50 0/0.5/1 3 0.5 1 

Y3 50 0/0.5/1 3 0.5 1 

Y4 50 0/0.5/1 3 0.5 1 

Y5 60 0/0.25/0.5/0.75/1 5 0.5 1 

Y6 50 0/0.5/1 2 0.5 1 

Y7 20 0/1 2 0 1 

Y8 180 0/0.5/1 3 0 1 

Y9 100 0/1 3 1 1 

 

 

5. Discussion  
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The riskiest subsystem is the Student Administration. This system stores the students’ grades 

which in further analysis was found to be the riskiest module in the Student Administration 

subsystem (Dreyfuss & Giat, 2016). Despite Burton et al.’s (2011) finding that a high level of 

religiosity is associated with less academic cheating, and the fact that the school’s students are 

characterized as highly religious, we find that cheating is indeed a major risk. We explain this by 

the fact that the school is engineering-oriented and engineering students were found by Cronan et 

al. (2006) to be more associated with computer hacking for the purpose of cheating. Indeed, the 

IT staff described us a number of security breaches by students. In one event, engineering 

students used a phishing scam to retrieve a final exam. In another example, information science 

students used a Trojan horse malware to obtain a lecturer's password. 

Our finding that the current investment policy places more emphasis on tools rather than 

workplace culture is consistent with current research (e.g., Drevin et al. 2007; Shedden et al., 

2010). Furthermore, the institution’s current practice overspends on storage solutions where we 

find that investment should be shifted towards data protection tools.    

5.1. Sensitivity Analysis 

We investigate how the risk changes with the budget size. Figure 1 displays the risk level as a 

function of the budget. The convex functional form implies that there is decreasing returns to 

investment. Therefore, if the institution cut its budget by 3 million ILS the risk level would rise 

by 31% to 45%, whereas if it were to increase the budget by the same amount the absolute 

reduction in the risk is only 9%.   

Figure 1: The risk level as a function of the security budget 
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An alternative approach to the problem is to set a desired risk level, 𝑅𝐿, and determine the 

budget required to attain this level. In this case we solve the problem 𝑚𝑖𝑛 𝐵 = ∑ 𝑐𝑘
𝑋13

𝑘=1 +

∑ 𝑐𝑘
𝑌9

𝑘=1  subject to meeting the target level 1 − 𝑇𝑆𝐹

2
− 𝐶𝑆𝐹

2
≤ 𝑅𝐿 and the set of constraints in Table 

3.  In Figure 2 we display the budget as a function of the risk level. The data in this figure can 

help management in their budgeting decision of the institution’s IT security.   

Figure 2: The budget needed to attain the desired risk level 
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6. Conclusions 

In this paper we develop a two-step decision support tool for enhancing IT system security. In 

the first step, we identify the critical subsystem and in the next step we use the findings of the 

first step to develop an optimization problem that minimized risk subject to the budget and 

technological constraints.  

We apply our model to the IT system of a large college in Israel. We find that there are three 

candidate subsystems that merit investment in improving their IT security. In the next step we 

find that the institution’s current investment scheme is suboptimal and derive the optimal 

investment plan. 

There are a number of limitations to this paper that must be considered in generalizing its 

findings or applications. First, the validity of the results hinge on the IT staff’s ability to 

complete the questionnaire correctly. Obviously, this is not always the case. To overcome this 

shortcoming we asked the person in charge of the subsystem to complete the questionnaire and 

had him or her complete it with us. In other situations, it may be better to consult with additional, 

experienced, IT staffers. Second, our model follows research that emphasizes breaches 

originating from system users. This approach may be expanded to include external breaches as 

well as non-human-related sources of risk. Additionally, we restress our earlier statements that 

the systems and the questionnaires presented in the model must be continuously reviewed to 

address the rapid changes in the IT structure, technological solutions and sources of risk  

The model, therefore, should be viewed by managers as a decision support tool when they face 

the problem of improving their IT system's security under a constrained budget. In lieu of 

spending the money in overall system improvement, they can use our model for pinpointing the 

actual subsystems that need improvement, thus achieving effective improvement in their overall 

security while avoiding excessive spending.  
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